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Warshak 4 Years Later
The DOJ Continues to Fight
The Warshak Court Requirement
Of a Warrant (Not a Subpoena)
To Search and Seize Emails
In United States v. Warshak,1 the
Sixth Circuit held that the government’s
warrantless seizure of Steven Warshak’s
emails, while held in storage by his
Internet Service Provider (“ISP”), violated the Fourth Amendment. The government argued, unsuccessfully, that the
Stored Communications Act facially
permits the seizure of a citizen’s emails
from an ISP through subpoena or court
order (i.e., without a warrant) if the
emails are more than 180 days old or if
they are in “remote” storage, which the
government defined, without statutory
authority, as including all emails downloaded and opened by the receiver.2
According to the New York Times, however, the government continues to construe the Act as permitting it “to read
email and cloud-stored data over six
months old without a search warrant,” a

position that “is under attack from technology companies, trade associations
and lobbying groups, which are pressing
Congress to tighten privacy protections.”3 While the Department of Justice
presumably honors the Warshak decision within the Sixth Circuit, the reported use of subpoenas or orders, rather
than warrants, in all other jurisdictions
raises significant privacy concerns.
While “Silicon Valley giants like
Facebook, Twitter and Google say they
will no longer hand over their customers’ data without a search warrant,” a
position that likely derives from the
Warshak decision, it appears that “smaller Web hosting and cloud computing
companies may be outmuscled by law
enforcement officials,” because they
either do not know their rights or do not
have the resources to fight the government (or, perhaps, both).4
The Sixth Circuit is not alone in
applying the Fourth Amendment to
modern technological advances. In the
highly publicized matter of Klayman v.
Obama, et al.,5 Judge Leon ruled a substantial likelihood existed that he will
eventually hold that the government’s
warrantless bulk collection and analysis
of telephony data pursuant to Section
215 of the Patriot Act violates the Fourth
Amendment.6 Neither Warshak nor
Klayman should be surprising if one
considers the fundamental question that
underpins the relevant Fourth
Amendment inquiry: whether society is
prepared to recognize as “reasonable” a
citizen’s “subjective expectation” of privacy in the technological communicative tools of modern society.7 Just as an
18th century American citizen did not
reasonably expect that his letters would
be opened and searched by the thennascent government, today’s American
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does not reasonably expect that his every
email can be seized and read, indiscriminately, by the government, with no
independent scrutiny by a detached,
neutral magistrate that probable cause
exists to believe the citizen has engaged
in criminal wrongdoing, and that the
emails at issue — often many thousands
of emails authored over many years on
many subjects — would be seized without any attempt to conform to the particularization imperatives of the Fourth
Amendment. Likewise, a citizen does not
reasonably expect her government to
indiscriminately collect, retain and analyze all of her telephone data, without
detached judicial review.8
In both Warshak and Klayman,
each court wisely rejected the government’s reliance upon Smith v. Maryland
9
and United States v. Miller,10 two cases
decided in the 1970s, well before anyone
could remotely predict the “vital role”
email and cellphones have come to play
in modern society.11 Societal expectations undeniably change over time. As
Judge Leon observed in rejecting the
government’s reliance upon Smith, “the
evolutions in the government’s surveillance capabilities, citizens’ phone habits,
and the relationship between the NSA
and telecom companies” have “become
so thoroughly unlike those considered
by the Supreme Court 34 years ago that
a precedent like Smith” no longer controls the inquiry, for the Smith Court
could never imagine “how the citizens
of 2013 would interact with their
phones,” nor “the almost-Orwellian
technology that enables the government
to store and analyze the phone metadata of every telephone user in the United
States. …”12 Or, as Judge Martin mused
in concluding his dissent in a predecessor decision in the Warshak litigation
(where a divided en banc court ordered
Warshak’s declaratory judgment civil
suit dismissed on standing grounds),
“[i]f I were to tell James Otis and John
Adams that a citizen’s private correspondence is now potentially subject to
THE CHAMPION
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Attorney’s Office, yet no appeal was pursued. One could reasonably infer the
government feared an appeal could
potentially result in a nationwide application of the Warshak principles — i.e.,
the full application of the Fourth
Amendment’s Warrant Clause to the
practice of subpoenaing or otherwise
acquiring the content of one’s emails
from an ISP (often accompanied by a
corollary order prohibiting the ISP from
notifying the customer of the subpoena
or warrantless seizure). The New York
Times article, discussed above, indicates
that strategy is paying dividends, at least
with smaller companies without the
knowledge or resources to contest the
government’s subpoenas. To this date,
there is no legislation codifying the
Warshak decision (despite efforts in the
Senate Judiciary), and there has been no
change of the DOJ manual.19 The import
of the Warshak decision to, and its
impact upon, the government’s view of
its national security powers is undeniable; indeed, the Warshak decision has
made its way into the assigned course
book for the National Security Law class
at Harvard Law School, and has been the
subject of numerous law review articles
and legal blog discussions about the
intersection of the Fourth Amendment
and electronic and Internet seizures.20
The Warshak and Klayman decisions portend future rulings by the
Supreme Court, should these issues ultimately wind their way to the top court,
particularly if one considers Justice
Sotomayor’s observation, in her concurring opinion in United States v. Jones,
that “it may be necessary to reconsider
the premise that an individual has no
reasonable expectation of privacy in
information voluntarily disclosed to
third parties.”21
On June 25, 2014, the U.S. Supreme
Court, in a 9-0 decision, Riley v.
California,22 conclusively determined
that warrantless cellphone searches incident to arrest were, absent exigent circumstances, prohibited by the Fourth
Amendment. The Court distinguished
cellphones from other properties that
had traditionally been subject to seizure
in relation to an arrest because of their
immense storage capacity and the
breadth of information they contain,
noting that a cellphone discloses the
“sum of an individual’s private life”23
which, if subject to warrantless search,
would compromise the “privacies of
life.”24 The Court’s unanimous holding
that warrantless searches of cellphones
incident to arrest are not reasonable is a
hopeful sign that the justices are open to

similarly protecting the content of
emails by requiring a warrant before
they are accessed.
While “GPS monitoring generates a
precise, comprehensive record of a person’s public movements,” which reflects
“a wealth of detail about her familial,
political, professional, religious and sexual associations,”25 the government’s collection, storage and examination of
every call placed by an individual, or
every email written or sent, with perhaps
no end to that collection, creates a more
detailed and far more comprehensive
record of that person’s associations and
beliefs. Collection and indefinite retention, combined with sophisticated computer analytical tools available to government agents, undoubtedly provide
the government with the ability to erect
a detailed roadmap of a citizen’s life,
which is likely the reason the program
has become an effective tool for the government. Yet in the end, it seems elemental that society would view an
expectation of privacy in these materials
as reasonable.
Open-ended seizures of emails or
unlimited collection and analysis of cellphone records are akin to a General
Search. Unlike wiretapping, there is no
minimization. Unlike a warrant, there is
no attempt to comport with the
Particularization Clause of the Fourth
Amendment. The government practice
of obtaining emails from ISPs — often
years of stored emails — and/or collecting and analyzing cellphone records
constitutes a massive invasion of privacy
and must be subject to the ordinary limits that prevent the use of general warrants.26 Finally, it should be noted that
upholding as reasonable society’s expectation of privacy in these communicative tools does not unduly frustrate the
government’s ability to effectively secure
society. There are other avenues available
to the government. For example, the
government can secure a warrant from a
detached and neutral magistrate. Or,
when “special needs” exist beyond routine law enforcement, the government
could advocate there exists an exception
to the Fourth Amendment warrant
requirement, such as the area of national security.27
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ex parte and unannounced searches by
the government without a warrant supported by probable cause, what would
they say? Probably nothing, they would
be left speechless.”13
The Supreme Court has previously
acknowledged that a new Fourth
Amendment analysis, and result, may be
warranted given the passage of time. In
1928, in Olmstead v. United States,14
where law enforcement officers intercepted messages by inserting “small
wires” along “ordinary telephone wires”
from the defendants’ residences and an
office, “without trespass upon any property of the defendants,” the Court held
that the “wire tapping [t]here disclosed
did not amount to a search or seizure
within the meaning of the Fourth
Amendment.”15 Thirty-nine years later,
in United States v. Katz,16 where the
Court held unlawful a government agent
obtaining “the petitioner’s end of telephone conversations” by attaching “an
electronic listening and recording device
to the outside of the public telephone
booth” used by the defendant, the Court
observed “that the underpinnings of
Olmstead [ ] have been so eroded by our
subsequent decisions that the ‘trespass’
doctrine there enunciated can no longer
be regarded as controlling.”
Today, cellphones and email
accounts house as much, if not more,
private information as the homes or
commercial warehouses that were central to the formative concerns of colonial ancestors that led to the framing of
the Fourth Amendment.17 For example,
as Judge Leon observed, today’s society
shares “an entirely different relationship with phones than they did 34 years
ago,” and the “rapid and monumental
shift towards a cellphone-centric culture means that the metadata from each
person’s phone ‘reflects a wealth of
detail about her familial, political, professional, religious, and sexual associations.’”18 The same observation holds
true for emails as well. This “monumental shift” renders the holdings of
Miller and Smith inapposite. Indeed, in
Warshak, the Sixth Circuit noted that
Miller involved “simple business
records, as opposed to the potentially
unlimited variety of ‘confidential communications’ at issue” with email.
The analyses employed and conclusions reached, by both the Sixth Circuit
in Warshak and Judge Leon in Klayman,
are highly persuasive. Indeed, the
Department of Justice was acutely aware
of the issues raised in the Warshak
appeal, having participated in the appellate process along with the local U.S.
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